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(54) EXECUTION OF AUTHENTICATION WITHIN COMMUNICATION SYSTEM 

(57)Abstract: »| | 

PROBLEM TO BE SOLVED: To provide a method and 
apparatus for executing authentication within a 
communication system. 

SOLUTION: The method includes the steps of receiving 
an authentication request which contains first and 
second random calls from a server, and comparing the 
first random call with the second random call. The 
method further includes the steps of: denying the 
authentication request in response to the determination 
that the first random call is substantially the same as the 
second random call; and transmitting an encoded value 
to the server in response to the determination that the 
first random call is different from the second random call 
the encoded value being generated on the basis of the 
first and second random calls and a key which is not shared with the server. 
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fSIEU r^-feXJB*12 0t*NHSO^^^t:ffa. EAP-S 

I M7°n b aMzX^Xi^il^mWL(OG S M b U TV •/ b«S&OR AN DBf t^ffltt* 

mttzztizx*). tmim\W£V%£iz%hkiz&~fLi>\^%i\ urn ran 
d nf # tf-mv% mam ^^t^o mmt>m vz*>?$> s . Ltzt^x. 
mm LtiMi±¥Jf^coRANDmmmz^xK c mnELKimL. k c 

^SSt^^TVX^il^imt, VX^t^^T^&^MACffl&ftSt-^i b 
[0032] 

i ^mmmmu^wm-mmmm^m 3 wn 7^22 7co}itu2£^-tii4 t^sti 

tn*. la&l^-fX-W^t, EAP^-m4 5JilM^£Wc»^RANDD¥ 

Witt. i^^^RANDBf^ft^lo^MACM^iSfttSt^t-tl). H4£# 
Ha-f-S b . ffifc y'a-/H2 5 (02 ) |±M Lfc RAND DftWO 3 I vf 
*l*»2o**H-TftS36»if54»S (40 5T)W£^ o RANDDKfl&tttf>-3 *>\,vftL 

co2^m-v%^ii (mmititf. RANDDK^j»w-r^T-*c**ur ) . is 

iEt^a-^l 2 5l±EAPf-;q 4 5*^SfIL^MACfi^^f^*^ (4 1 
OT") WJgtS. ±IE^=fc^ 7?*XS*1 2 OtiE AP^ws'l 4 5^ilfl§ft 
tRAND Df tfWMrff)ZcOM A Cffi&JgiJ tfhS L . ft* Lfc M A CtfSrSfl L£ M A C ffi 

fcJtK-f-sifc-csfiLfeMAcfi^flswttaaE-fs uio-c) ittf-cs*. 20 

«MACHH9:L4V^, 7?-te*S*l 2 0{i (4 1 2T) EAP-?WS44 5#> 
[0033] 

LfzMAcmmmx'h^bim^J^pi 2 5^(41 cm flsrrst, m 

fei/'a-;H 2 5l±^L£RANDDftf&W=S'*VYt:SRESe£ (4 1 5T) ft 

;^^"SREsfi^^MAcfi^e^i>„ sy^nsMMxii. sir^-^ 

12 5t4, Bf-fH, RANDTO#(t^t'c?)ffic?)'ff#t^^TMACffl&^gT^I.„ 

-A'l 4 5t (4 1 7T) jlff£il£« 2 0*^MACil2r^ff LftEA 

Pt^l4 5li, MACffi<75*2&tt£tfciEU M ACfi#^fcfl£3;ftjt*§£, 7? 
**ig* 1 2 0 t^ff^ ( 03 ffymm%2 4 5 £#HS) . j£»r£5ff 

■ft t . MM^ ; JzL-)ll 2 5t±7?-te*S*l 2 0 (110, 
H£#Br) fcc^t (4 2 0?) t7y 3 ^it4«. 
[0034] 

EAPif-A'l 4 5^gffL£MMACffi«d^3r< t *, 2 035*^-^*4 t 
f»S^-/H 2 5*s (4 0 5-C) WigLfc*^, BB*io.->H 2 5(47?*XS 
* 1 2 0 t coffin .7 y a y Hutc-S«^&5:RAN D WJINt^Mfrf £ i 

5CEAP V-J < 1 4 5 tS*T l> . RAND Pftf ff-^MrCh IZk 

&zbx\ 4m>m%m%ii>j>%:<bh2^m%m mta. k c h> £iel<« 

$iJI.T7?^Sb*1 2 0 t«-fc«y^a V*«iL*HiUfi5:fe*v^*, f£.|E^JiJ± J: 
[0035] 

EAPt-A'l 4 5*^»MACfi3&s— ST^^t ( 4 0 5 T) ¥0?££fll. t . 
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S^-ZH 2 5l±VKo^J5rffi<?51r?-CEAPfc:*rLV^RANDIifl/»{t*SS^§-frS 
. -HJtJBffi-CIl, fSfre^-;H 2 5(±EAPHf-A'14 5^t«DfV'gKtS* (0 
3«#EH#-5|2 2 5£#K) £ (4 2 5T") iUffi-fS £ t a*C# S . WffigftSfutlSia 
^StT-tSfc. EAP-9--A14 SJtKU^RANDBW^tfc-tflW^t&MACfi 
fc£MfiT"^l>„ giJ«»WMT1i. f£lff^.*-^12 5i±EAP^-A'14 5^« 
WSKtSS^ (4 3 0T") mSL, 2^CEAPt-A4 4 5 tff L^RANDBfWt 
(ti:^ixt>ptj£-r^MACfflfc^fi$-tfS t :i:* 5 T"#l. 0 S&tMaSSJBBSrm* 12 
Ity'a-;H 2 5(±T^-feXig*l 2 0t«1t (4 3 5T") -fe -y v a >- 
^fSS^RTU Lfe^-CEAP^-Al4 5fcffU^RANDlW»(ti:*#lfc 

[0036] 

3&fSV»(c»«r !> £ Z 7 ? *xm*Wmt Jf# J: 0 5 
. <rco#£«:, teKSfifcEAP-siMT-nhn^fc^KSBetan^ *fctt£< 
^S&Sn^-ftEAP-S I M7°nh3;^Mtj3V^TSfflT"^l.o 03OfgaE#Ji£ 
flOlt'tSaOWlliteSJIKi, S£tt£J£g (SRES) Sr^X^lt (MK) <r,tm<o-^ 

b-r&zb imt^i ; t *str. ±ie«s ( 1 > ± 3 ( 2 ) 

fcl/CWSittii:* 1 '?**. 

MK = S H A [ . . . , Bf-^H (K c t „ K c 2 . K c 3 ) . SRESj . SRES 2 
. SRES 3 , R AND c , . . . ] (2) 
[0037] 

re simjEummmi^mm^^x'iimix o^tsrs. =* ( 2 > «e 

AP-9--A'14 5^'3-9«GSMh'j7°L-'y7&ffiffl-tl. ( K c t % K c 2 . K c 3 , S 
RE S ! „ S RE S 2 . !3J:^SRES3 0#B* J *>6fcft) £ fc £tMifc:i-£#, 1*50 

MK£fl*t4fctf>fc5$ (2) SrffiffltSi:- lo^h'jrWh (LfctfoT 

M^S^WBOWlllKSSSTJi, E A P — S I M7°nha;^'-7X^||c?)ttS«!ti6i?)T^ 
d'yXASrg*-r§RgO, EAP-S I M:7"nb3/l.*3Se-$-4iB®#*4. 
[0038] 

-mwmx-it. m&xvmiwf&m&mvft < 1 ) wiwoiza < 2 ) ^mut 

i.±K -t=5r*3*», -HitegSSTii. ISIi^liii-^x^acoH-mtSRESfl^^^^l, 

(3$ ( 2 ) fc^rt i o [Z ) Z b , ^C, EA P-t-A- 1 4 5 {C»»«G S P MJ 

TUvbZimt&^z-mcoRANDwmmzmm^&^mtt-ett^izb 

[0039] 

«i(f, T^-b^SS*120tloifc(ifilft«RANDIlfLf#^jiyiL, 7?«S 
*1 2 LfcRANDDftf^Ki^^S£fcrr?-fc*i§*l 2 0£f«£- 

btfTZZ. 
[0040] 

[0041] 
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'j^-Mmmm^mmSiW (m2mmswi 22%?) xh^xi>^ztn^m 

T^'^/l/ff-^rn-fe-y+f, 7nt7t ■ *-F (l-5it)M«7^n7n-t:7ti 

■7!*y ( DRAMitliSRAM) , m^m^rrt^^yjim.^L^m^^u ( 
e e prom) , mm^zmmmtzrnyy^jvmfr&Lmm*^) (eeprom 

ft) . fMf'U^, T-7^a*^<0«5ttlft. tsitfny^h ■ r^x? ( 
CD) afcttrS^- tfr* ■ r-f*? (DVD) ifc^JIftSWO^U 

[0042] 
[0043] 

[ Ell ] *»BB«0-iatJB!Bt J: 4 Mft A«7n y ? 0T* £ . 
[ 02 ] *%BB«0-iatJB!Bt iST^-fe 7d >y ? 0T* § . 
[03] *%bh«0— i. 4,01 ^»ffi^TAflT*^ii£fSffi¥«^» 

[04] *f&Bjc7,-||}fi^jt; j; |, s Hi ^;ifli^xArt?«ffl?-# l.^rffi^m0T' 
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